NudopmanuoHHas naMATKA 00 OCHOBHBIX PUCKAX JJIs AeTel
B ceTH « MHTEepHET» U MepPbI 110 UX MUHUMHU3ALUHA

C KaxaplM TOJOM MOJIOJICKM B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a NIKOJILHUKHU
OJJHU W3 CaMbIX aKTHUBHBIX IOJb30Baresie PyHera. Mexay TeM, NOMHUMO
OTPOMHOTO KOJIMYECTBA BO3MOXKHOCTEW, HMHTEPHET HECET M MpoOJieMbl. ITa
maMsaTKa JOJKHA TOMOYb TeOe 0e30IMacHO HaXOAUThCS B CETH.

KomnbrorepHbie BUPYChI

Komnviomephutii  6upyc — 5TO Pa3HOBUJHOCTh KOMIIBIOTEPHBIX MPOTpamM,
OTIMYUTETHHON OCOOCHHOCTHIO KOTOPOU SIBISIETCS] CIIOCOOHOCTH K PA3MHOKEHHUIO.

B nonosiHeHHE K 3TOMY, BUPYChl MOTYT MOBPEIUTh MM MOJHOCTHIO YHUYTOXHUTH
BCe (pailsibl U JaHHBIE, OJKOHTPOJBHBIE MOJIB30BATENI0, OT UMEHH KOTOPOTO ObLIa
3amynieHa 3apaxEéHHash mporpamma, a TaKKe MOBPEIUTh WM AK€ YHUYTOXKHUTh
ONEpPallMOHHYI0 CHCTEMY CO BCeMHU (paiiamu B LEIOM. B OOJBIIMHCTBE CllydaeB
PacpoCTPaHAIOTCS BUPYChI UEPE3 UHTEPHET.

MCTOI[BI 3aIIUThI OT BpSCAOHOCHBIX ITPOIrpaMM:

1.

2.

o1

Hcnonb3yli COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIINE CEPHE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX ITPOTPAMM;

[locTtosiHHO  ycTaHaBnuBail mautd (UudpoBbBIE  3aIIaTKU, KOTOpPbIE
aBTOMATHYECKM YCTAaHABIIMBAIOTCA C LENbI0 JOpaOTKM MporpamMMmbl) M
JIpyrue oOHOBIIEHUSI CBOEH OnepariioHHON cucteMbl. CkaunBail MX TOJBKO C
odpurmanpHoro caiita paspadorunka OC. Ecam cymectByeT pexum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKJIIOUH €T0;

PaboTaii Ha cBoeM KOMIBIOTEpE IIOJ TMpaBaMH TOJB30BATENsA, a HE
aJIMUHUCTPATOpa. DTO HE MO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX MTPOrpaMM
WHCTAJIIMPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMIIBIOTEPE;

Hcnonp3yii  aHTUBHPYCHBIE  NPOTPAMMHBIE  IPOAYKTBI  M3BECTHBIX
MPOU3BOAMUTEIIEH, C aBTOMATUYECKUM OOHOBIIEHUEM 0a3;

Orpannub (pU3NYECKUN AOCTYI K KOMIIBIOTEPY JJIsl IOCTOPOHHUX JIULL;
Hcnonb3yil BHENTHUE HOCUTENU MH(OpMAIUK, Takue Kak (ienika, JUCK Uiu
(aiin u3 uHTEpHETa, TOJIBKO U3 IPOBEPEHHBIX HCTOYHUKOB;

He oTkpeiBail kommnbloTepHble (hailiibl, MOTYYEHHBIE M3 HEHAIEKHBIX
UCTOYHUKOB. Jlaxke Te (paiiibl, KOTOpbIE MpHCIal TBOW 3HAKOMbIN. Jlyumie
YTOYHU y HETO, OTIPABJISUI JIU OH Te€OE HX.

Cern WI-FI

Wi-Fi - 3T0 He BWJA mepefadd JaHHBIX, HC TEXHOJIOTHs, a BCETrO JIHMIIb OPCHI,
mapka. Eme B 1991 roay HuaepiaHjckass KOMIIAHUSI 3aperucTpupoBaja OpeH.I
«WECA», uto o0o3Hauasno cnoBocoueranue «Wireless Fidelity», koTopsiit
MIEPEBOIUTCS KaK «OeCrpOBOAHASI TOYHOCTHY.



Jlo Hamero BpeMeHH Aomuia Apyras a00peBuaTypa, KOTOpas SBISETCS TaKOW Ke
TexHoJoruen. Ito abobpeBuarypa « Wi-Fi». Takoe HazBaHMe ObLIO JaHO C HAMEKOM
Ha CTaHJIapT BbICIIMN 3ByKOoBOM TexHuku Hi-Fi, uro B mepeBoje o3Haydaer
«BBICOKAsI TOYHOCTHY.

Jla, OecraTHBIA HWHTEPHET-IOCTYI B Kade, OTeIsIX W a’dporopTax SBISETCS
OTJIMYHOW BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE 3KCIepThl CUHUTAIOT,
gyT0 obmeaoctynHbie Wi-Fi ceTu He sBisitoTcs 6€30macHbIMU.

CoBeTslI 110 0€30mMacHOCTH paboTe B 00men0CTyHBIX ceTsx Wi-fi:

1. He mepenaBaii cBOIO JMUYHYIO MH(POPMALUIO yepe3 oOienoctymnHabie Wi-Fi
cetu. PaboTas B HUX, JKeJaTeJIbHO HE BBOJAUTH MAPOJIM JIOCTYIA, JOTUHBI U
KaKhe-TO HOMEpa;

2. Vcnonb3yit 1 OOHOBISIH aHTUBHUPYCHBIE TpOrpaMMbl M OpaHmMaysp. Tem
caMbIM ThI 00€30MacuIllb ce0s OT 3aKaYKHU BUPYyca Ha TBOE YCTPOUCTRO;

3. Ilpu ucnonszoBanuu Wi-Fi oTkimoun ¢pyakuio «O0mui noctyn K ¢aiiam
u npuHtepam». JlaHHas QYHKUOMS 3aKpeITa IO YMOJYAHHUIO, OJHAKO
HEKOTOpPBIE TMOJIH30BATENIM aKTUBUPYIOT €€ JJIsl yI00CTBa UCIOJIb30BaHUS B
pabote unu yueoe;

4, He wucnonw3ydt mnyomuunbii WI-FI gn1s mepemaum JIUYHBIX JaHHBIX,
HaIpuMep, ISl BBIX0J1a B COLIMAIBHBIE CETH WM B DJIEKTPOHHYIO MOYTY;

5. Hcnonp3y#t Tosbko 3amuineHHoe coeaunenue yepes HTTPS, a ne HTTP,
T.€. Mpu Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B moOunbHOM Tenedone otkiaroun ¢GyHkimio «l[logkmouenne xk Wi-Fi
aBTOMaThueckn». He  momyckali  aBTOMATHYECKOrO0  MOJAKIIOYECHUS
ycTpoiicTBa k ceTsiMm Wi-Fi 6e3 TBoero cormnacusi.

ConmnajgabHbie CeTH

ConmanbHbIe CETH aKTUBHO BXOJSAT B HAIy XKHW3HB, MHOTHE JIOJU pabOTalOT U
JKUBYT TaM IOCTOSIHHO, a B Facebook yke 3aperucrpupoBaH MIILIHAP] YEIOBEK,
YTO SABJISIETCS OJHOU CEILMOU BCEX KUTEJIEN IIAHETEL.

MHorue 1ToJb30BaTeIM HE TOHMMAIOT, YTO HWH(OpPMAIUs, pa3MelicHHAs UMHU B
COIMAJIBHBIX CETSIX, MOKET OBITh HaljeHa W HWCIOJIb30BaHa KEM YTOJHO, B TOM
Yyucie He 0053aTeNIbHO ¢ OJ1aruMu HaMepEeHHUSIMU.

OCHOBHBIE COBETHI 110 0€301IaCHOCTH B COIIMaJIBHBIX CCTAX:

1. Orpanuub crnucok apy3eil. Y 1e0s B Ipy3baX HE JOJKHO ObITh CIIyHallHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amuinai cBOI0 4acTHYIO KU3Hb. He ykaswiBall maposu, TenedoHsl, ajupeca,
JaTy ~ TBOErO  POXIAEHUS U JPYryl0  JUYHYIO  MHG)OpManuio.
310YMBIIIJICHHUKH MOTYT MCIIOJIb30BaTh Ja)Ke UH()OPMAILIMIO O TOM, KaK Thl
Y TBOM POAUTEIIN IIJIAHUPYETE IPOBECTH KAHUKYJIBL;



3. 3ammumiail CBOIO pemyTaluio - Jep>Ku €€ B UUCTOTE U 3a/1aBail cebe BOMpocC:
XO0Tea OBl Thl, YTOOBI APYTUE IMOJB30BATENM BUIEIH, YTO ThI 3arpyskaeiib?
[Togymaii, mpexkJie 4eM 4TO-TO ONMyOJIUKOBATh, HAIUCATh U 3arPy3UTh;

4. Ecnu Thl TOBOpUIIB C JIIOABMHU, KOTOPHIX HE 3HACIb, HE UCIIOJIb3YH CBOE
peajgbHOEe MMS U JAPYTYIO JIMYHYI0 MHGOpMAIMU: UMs, MECTO >KUTEIbCTBA,
MECTO y4eObl U IIpoyee;

5. Uzberaii pasmemenus ¢otorpaduii B HTEpHETE, I/ie ThI M300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIPEIEIUTH TBOE MECTOTIOJIOKEHHE;

6. Ilpu peructpanuu B COUANBHON CETH HEOOXOIUMO HUCIIOIB30BATh CIOKHBIC
HapoJIx, COCTOSIINE U3 OYKB M IU(P U C KOJTUIECTBOM 3HAKOB HE MEHee §;

7. ns conuanbHOW CETH, MOYTHI U APYTHX CAMTOB HEOOXOJIMMO HCIIOIb30BAThH
paszHbie mapoiu. Toraa ecnu Te0s B3IOMAIOT, TO 30YMBIIUICHHUKH MOTyYaT
JOCTYT TOJIBKO K OJTHOMY MECTY, @ HE BO BCE Cpasy.

JJIEKTPOHHBbIE IEHbI'H

DNEeKTpPOHHBIC JEHbIM — OTO OYEHb YAOOHBIA CIOCOO TJIATEXKeW, OJHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIC XOTAT MOJYUYUTh 3TH JICHBIH.

QHGKTpOHHLIG ACHBI'M IIOABHUJINCH COBCEM HCIABHO M HMCHHO H3-3a 3TOI'O BO
MHOTHUX IroCyaapCTBax J0 CUX IMOP HC ITPOIIMCAHO IIPO HUX B 3aKOHAX.

Ocnosnvie cosemvl no 6e30nacHol pa60me C JJIEKMPOHHbBIMU OeHbeamu:

1. TlpuBsku K cueTy MOOMJIBHBIN TenedoH. ITo camblii yAOOHBIN U OBICTpPbIN
Croco0 BOCCTaHOBHUTH JOCTYI K cueTy. [IpuBsi3aHHbIl TenedoH MOMOXKET,
ecnu 3alyjaellb CBOW IUIATC)KHBIA TApOJIb WM 3aljielllb Ha CalT ¢
HE3HAKOMOT'0 YCTPOMCTBA;

2. Ucnonw3yit onmHopa3oBble maponu. llocme mepexoga Ha YCHUIIEHHYIO
aBTOpM3aIuio Tebe yke He OyneT YrpokaTh OINACHOCTh KpaXkH WM
nepexsaTa IUIaTEXHOT0 NapoJis;

3. BeiGepu cnoxssii maponb. I[lpectymHukam Oyner HE MpPOCTO yrauarthb
CJIOKHBIMA napoJib. HanexxHele mapoam — 3TO Mapoyiv, KOTOPBIE COAEPKAT
HE MEHee 8 3HaKOB M BKIIIOYAIOT B CeOsl CTPOYHBIE W NPOIHUCHBIE OYKBBI,
nudpel M HECKOJBKO CHUMBOJIOB, Takh€ Kak 3HaK jaoiiapa, (QyHTa,
BOCKJIMIATENILHBIN 3HaK ¥ T.1. Hanpumep, $tROng!;;

4. He BBOAM CBOM JMYHBIE JAHHBIE HA CaliTaXx, KOTOPHIM HE TOBEPSIEILIb.

JJIeKTPOHHAA MOYTa

DJIEKTpOHHAsI MOYTa — 3TO TEXHOJOTUS W MPEIOCTABISEMBIE €10 YCIYyTH IO
NEPECHUIKE U MOJTYUYEHUIO AJIEKTPOHHBIX COOOIIEHUI, KOTOPhIE paclpeeatoTcs B
KOMITBIOTEPHOU CETH.

OOBIYHO DJICKTPOHHBIA TOYTOBBIN SIMIUK BBITISAUT CISAYIOMIMM  00pa3oMm:
UMsI_TIOJIb30BaTESA(@WUMS_TOMEHA.



Taxke Kpome mepenadd MPOCTOTO TEKCTa, UMEETCs BO3MOXKHOCTH TEepeaBaTh
(aitnbl.

OCHOBHBIEC COBETHI IO 0€30TaCHOM padOTe ¢ AICKTPOHHON MTOYTOM:

1.

Hano BbIOpaTh npaBUIBHBIM TOYTOBBIM cepBUC. B uHTepHETE ecThb
OTPOMHBIA BBIOOP OECIUIATHBIX TIOYTOBBIX CEPBUCOB, OJJHAKO JIyYIIe
JIOBEPATH TEM, KOTO 3HAEClIb, U KTO NIEPBbIM B PEUTHHTIE;

He yka3piBaii B TU4YHOM mouTe JUYHYO HHGopMmanuio. Hampumep, mydiie
BBIOpaTh «MY3bIKaJIbHBIA (paHaT@» nuiu «pok2013» Bmecto «remal3y»;
Hcnonp3yi IBYXATalHY0 aBTOPU3AIMIO. JTO KOrAa TOMUMO MapoJisl HYKHO
BBOJUTH KOJ, IPUChUIaeMbIid 0 SMS;

Boei6epu ciioxHbIM maposib. [ KaXkJI0ro MOYTOBOTO SITUKA JIOJDKEH OBITh
CBOW HAJEKHBIN, YCTOWUYUBBIN K B3JIOMY I1apOJIib;

Ecnmu ecTp BO3MOXHOCTH HamucaTb CaMOMY CBOM JIMYHBIA BOMPOC,
WCIOJIb3YH 3Ty BO3MOXHOCTb;

HNcnonb3yld HECKOJIBKO TOYTOBBIX SIIUKOB. [lepBbId 1yl  4acTHOM
MEPENUCKU C aApecaTamMu, KOTOPHIM Thbl JIOBEPSCIIb. JTO AJIEKTPOHHBIN
aJpec He HaJ0 UCIOJB30BaTh MPU PErUCTpaIluy Ha Gopymax U calTax;

He otkpeiBaii Qaiinbl U Apyrue BIOXKEHHS B NUCbMax Ja)ke €CIU OHU
MPUIIUIA OT TBOUX Apy3ei. Jlydiie yTouHu y HUX, OTIPABIISIM JIU OHU TeOe
9T (aiibl;

[locne oxoH4aHuWsi pabOTHl Ha IOYTOBOM CEPBUCE TIEPENl 3aKpbITUEM
BKJIQJIKU C CAUTOM HE 3a0y/1b HaXKaTh Ha «BBIATIY.

Ku6epOyiimHr wiim BUPTyaibHOE U3/1€BaTEIbCTBO

Kubepbynnune — mnpeciienoBaHre COOOIIECHUSAMH, COJEPKAIIUMU OCKOPOJICHMUS,
arpeccuro, 3aryruBaHue; XyJIUraHCTBO; COIIMAIbHOE OOMKOTUPOBAHKE C TTOMOIIBIO
pPa3TUYHBIX HHTEPHET-CEPBUCOB.
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OcHosHble cogembl no Hopbbe ¢ KUbepOYIIUHOM:

He Opocaiics B 6oit. Jlyudmuii croco0: mocoBeTOBaThCA Kak ceOsi BECTH W,
€CJIM HET TOTr0, K KOMY MOKHO OOpaTUThCS, TO BHayaie ycrnokoutbes. Eciu
Thl HAYHEIIb OTBEYATh OCKOPOJICHUSIMH HA OCKOPOJIEHUS, TO TOJIBKO EIIe
OO0JIBITIE PA30XKKEITH KOHPITUKT;

VYmpasnsii cBoelt kubeppemyTaiuei;

AHOHUMHOCTH B ceTu MHMMasi. CylIeCTBYIOT CIOCOOBI BBISICHUTH, KTO CTOUT
3a aHOHUMHBIM aKKayHTOM;

He croutr Bectm XynuraHckuii o0pa3 BHUPTyalibHOW XKu3HHU. HHTEepHET
(bUKCUpYET BCE TBOU JCUCTBUS M COXPAHSAET UX. Y JAIUTh UX OyJeT KpaiiHe
3aTPYAHUTEIIBHO;

Co0uros1aii cBOM BUPTYAJIbHYIO Y€CTh CMOJIONY;

UrHopupyii  eauHuuHbld  HeratuB. OAHOpPA30BbIE  OCKOPOUTENIbHbBIE
COOOIIeHHs Jyullle UrHOpupoBaTh. OOBIYHO arpeccus MNpeKpallaercs Ha
HayaJbHOM CTaIuu;



7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMH, B
COIIMAJIBHBIX CETAX €CTh BO3MOXKHOCTH OJIOKUPOBKU OTIIPABKU COOOILICHUN C
OIIpEICIICHHBIX aJJPECOB;

8. Ecnm TbI cBUzaeTenb KUOEpOYJUIMHTA, TBOM NEHCTBUA: BBICTYHNHUTH NPOTUB
npecienoBarensi, IOKa3aTb €My, YTO €ro JeWCTBUS OICHUBAIOTCSA
HETraTHUBHO, TIOJJEp’KaTh JKEPTBY, KOTOPOM HYyKHA IICHXOJOTHYECKas
IIOMOILlb, COOOIINTH B3POCIBIM O (paKTe arpeCCUBHOIO MOBEACHUS B CETH.

MooOuiabHbIN TesaedoH

CoBpeMeHHble cMapT(HOHBI W IUIAHLIETHI COJAEpPkKAT B ceOe BIIOJHE B3POCIBIM
GyHKUIHMOHAT, W Temepb OHM MOTYT KOHKYpHUPOBaTh CO CTAallMOHAPHBIMU
KoMIlboTepamMu. OIHAKO, CPEACTB 3AIIUTHI 1JIs1 TOJJOOHBIX YCTPOUCTB TTOKA OYEHB
Majo.

OcHosHble cogembl 015 6e30nacHocmu MOOUIbHO20 menehoHa:

1. Huuero He siBisieTCs MO-HacTOsALIEMY OecriaTHBIM. bysib OCTOpOXEH, Bellb
Korja Tede mpeaiaraloT OeCIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KAaKHE-TO IJIaTHBIE YCITYTH.

2. Hywmaii, pexae yem otnpaBuTh SMS, poro unu Bugeo. Tol TOUHO 3HACIIID,

r7ie OHU OyIyT B KOHEYHOM UTOTE?

Heo0xoanmo 0OHOBIISATH ONEPALIMOHHYIO CUCTEMY TBOETO CMapTQoOHa.

Hcnonb3yil aHTUBUPYCHBIE IPOTPAMMBI JUIsl MOOMJIBHBIX TENEPOHOB.

He 3arpyxaii nmpujio)keHHsl OT HEM3BECTHOI'O MCTOYHMKA, BEAb OHU MOTYT

coJiep>KaTh BPEIOHOCHOE MPOrpaMMHOE 00eCIIeYEHHE.

6. Ilocme Toro Kaxk THI BBIMIENIH C CaliTa, TAe BBOAWJ JUYHYIO WH(OPMAIIHUIO,
3aiin B HACTPOIKK Opay3epa U yaaiu cookies.

7. Tlepuoanuecku mMpoBepsidi KaKue TUIATHBIE YCIYTH aKTUBUPOBAHBI Ha TBOEM
HOMEDpE.

8. HaBaii cBoif HOMEp MOOWUIBLHOTO TeliepOoHAa TOJBKO JIOASM, KOTOPBIX ThI
3Haellb U KOMY JOBEpSEIIb.

9. Bluetooth momxeH OBITH BBIKIIOUCH, KOTJa Thl UM HE MOJb3yembcs. He
3a0bIBail MHOTIa TPOBEPATH 3TO.
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Online urpsi

CoBpeMEeHHbIE OHJIAHH-UTPBl — 3TO KPACOYHBIE, 3aXBaThIBAIOLIWE pPa3BIICYEHUS,
OOBEIUHAIOIINE COTHU THICAY YEJIOBEK MO BceMy Mupy. WUrpoku uccriemyror
JaHHBIA UM MHUD, OOLIAIOTCSA IPYT C IPYTOM, BBINOJHSIOT 3a/laHusl, CPAXKAIOTCS C
MOHCTPAMH M IOJYYarT ONBIT. 3a YJOBOJIbCTBUE OHHU ILIATAT: MOKYMNAKOT AMCK,
OIIAYMBAIOT A00OHEMEHT WJIM MPUOOPETAIOT KaKKUe-TO OMIHUU.

Bce aTm cpencrBa mayT Ha MOAJEPKAHWE M PA3BUTUE WUIPhI, a TAKKE HA caMy
0€30MacHOCTh: COBEPILICHCTBYIOTCSI CUCTEMbl aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
naTud (UQpPOBbIe 3aIIaTKU AJI IPOrpaMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.



B 1omo0HBIX WUrpax CTOMUT OMacaThCs HE CTOJILKO CBOMX COIEPHUKOB, CKOJBKO
KpaXXu TBOETO MapoJisi, HAa KOTOPOM OCHOBaHA CHCTEMa aBTOpU3AIMU OOJIBIIMHCTBA
urp.

OchnosHbie cosemvl no Oe30NACHOCMU MB0e20 ucpoeoco akkayumma.

1. Ecnu ngpyroit urpok BeneT ceOsl IIOXO WM CO3[aeT Tebe HENMPHUSTHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB,;

[Toxkanyiicss aIlMHUHUCTpPATOpaM UIPbl HAa IJIOXOE MOBEACHUE 3TOTO UIPOKA,
YKEJATEJIbHO MPUJIOKUTh KAKHE-TO J10KA3aTeNIbCTBA B BUIE CKPUHOB;

He ykaspiBaii muunyro uadopmaliyo B mpodaiiie urpsl;

VBaxall Apyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBait HeopuIiManbHbIe MATYH U MO/IBI;

Hcnonb3yl CII0)KHBIE U pa3HbIE [1ApOJIH;

Jlaxxe BO BpeMsi UTpbl HE CTOUT OTKJIIOYaTh aHTUBHpYC. [loka Thl urpaemis,
TBOM KOMIIBIOTEP MOT'YT 3apa3UTh.

no

NOo koW

@OUINUHT WIH Kpaika JUIHbIX JaHHbIX

OOBIUHOM Kpameﬁ ACHCT 1 NJOKYMCHTOB CCTOAHA YK€ HHMKOI'O HC YAMBHUIIL, HO C
Pa3BUTHCM MHTCPHCT-TCXHOJIOT 15071 3JIOYMBIIIJICHHHUKH IICPCMCCTHIIMCE B HHTCPHCT,
H IPpOAOJIKAIOT 3aHUMATBhCs «TIOOMMBIMY ACIIOM.

Tak mosiBuiIach HOBas yrpo3a: MHTEPHET-MOILIEHHUYECTBA WA (PUIIMHT, IJaBHas
Heldb  KOTOPOrO COCTOUT B  TMOJYYEHUH KOH(MHUIEHUHUAIBHBIX  JAHHBIX
M0JIb30BaTENe — JIOTMHOB U maposeil. Ha anrnuiickoMm si3bike phishing ynurtaercs
kak ummHr (0T fishing — priOHas 0B, password — mapoJib).

OcHoeHble cogembl no bopvoe ¢ huwuneom:

1. Cnenu 3a cBoMM akkayHTOM. Eciu Tbl mMOj03peBaeib, YTO TBOSI aHKETa
OblTa B3JOMaHa, TO HEOOXOAMMO 3a0JOKUpOBaTh €€ U COOOUIUTh
aJIMUHHCTPATOpaM pecypca 00 3TOM Kak MOXKHO CKOpee;

2. Vcnonp3yit Oe3omnacHble BeO-CaliThl, B TOM YHCIIC, HHTEPHET-Mara3uHoB H
MIOUCKOBBIX CHUCTEM;

3. Ucnonw3yit cioxHBIE W pasHble Mmapoyiud. Takum o00pa3om, eciau Tels
B3JIOMAIOT, TO 3JI0YMBIIIJICHHUKH MOIyYaT JOCTYH TOJIBKO K OJTHOMY TBOEMY
poUIII0 B CETH, a HE KO BCEM;

4. Ecnu T1eOs B3nOManM, TO HEOOXOAMMO MpPEenyNpeauTh BCEX CBOUX

3HaKOMBIX, KOTOpbIe OOaBJeHBbl y TeOs B JpY3bsiX, O TOM, 4YTO TeOs

B3JIOMAJId Y, BO3MOXXHO, OT TBOETO0 HMMEHH OyJeT pacChbuIaThCs ClaM |

CCBUJIKM Ha (PUIIMHTOBHIE CANTHI;

VYcranoBu HagexHbid napodib (PIN) Ha MOOMIBHBIN TenedoH;

OTkir04M coXpaHeHHe mapoJis B Opaysepe;

He otkpeiBaii ¢aiinbl U Apyrve BIOXKEHHS B MUChbMax Ja)ke €CIU OHU

HPUILUIA OT TBOUX Jpy3ei. Jlyunie yTouHM y HUX, OTHOPABIISIN JIU OHU TeOe

9TU (Hailbl;

N oo



Hughposas penymayusn

[MudpoBas pernyrarusi - 3T0 HEraTUBHAS WX MO3UTHBHAS UH(OpMAIUi B CETU O
tebe. Kommpomerupyromas uHbopmaius, pa3MelieHHas B HHTEPHETE MOXKET
CEpPBhE3HBIM 00Pa30M OTPA3UTHCS HAa TBOEH peasibHOU KU3HHU.

«HudpoBas pemyramus» - O5TO TBOM HMHIXK, KOTOpBIM ¢dopmupyercs wu3
nHpopMmaruu o Tebe B MHTEPHETE.

TBoe MecTO KHUTENbCTBA, yueObl, TBOE (PUHAHCOBOE IOJOKEHHE, OCOOCHHOCTH
XapakTepa M pacckasbl 0 OJIM3KMX — BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue nOAPOCTKM JIETKOMBICIIEHHO OTHOCATCA K NYOJIMKalUH JTUYHON
uHpopMaiuu B MHTepHETE, HE MOHMMAasi BO3MOXHBIX MocieAcTBUil. Thl gaxke He
CMOXeEITb J0TagaThcsi 0 ToM, 4yTo doTorpadusi, pa3MeilleHHas: 5 JIeT Ha3aj, cTaja
IPUYUHON OTKa3a NPUHATH TeOs Ha paldoTy.

KommenTtapuu, pasmemienue TBoux ¢oTorpaduit u aApyrue ACUCTBUS MOTYT HE
MCUYE3HYTh AK€ MOCIIE TOr0, KaK Thl UX YJalullb. Thl HE 3HACIIb, KTO COXPAaHUI
3Ty HH(OpMaIIHIO, IToNaia JIM OHAa B IOUCKOBBIE CUCTEMBI M COXPAHUIIACh JIU OHA, a
IJIABHOE: YTO MOJAYyMArOT 0 TeOe OKpyXarollee JII0U, KOTOpble HAWIyT U YBUJIAT
310. Haiitu mHdopmanyio MHOTO JIET CIYCTS CMOXKET JIto00i — Kak U3 J00pbIX
noOyX/JIeHU, TaK U C HAMEPEHHWEM HIPUYUHUTH Bped. DTO MOMKET OBbITh KTO
YTOHO.

OcHosHble cosembl no sawume uuqbpoeoﬁ penymayuu.

1. Tlomymaii, mpexxie 4yeM 4To-TO MyOJUKOBATh U MepeaaBath y cedsi B Ojore
WK B COLIMAJILHOM CETH;

2. B mactpoiikax mnpoduias yCTaHOBHM OTPAaHUYECHHUS HA TPOCMOTP TBOETO
npouIsl ¥ €ro COAECPAKUMOTro, cliesiaidl €ro TOJIBKO «IJIsl APY3eiln;

3. He pasmemiaii 1 He yka3biBail MH(POPMAIUIO, KOTOpas MOXET KOro-imbo
OCKOPOJIATH UIIH OOMKATh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE MIKOJILHUKA— aKTHUBHBIC MOJIH30BATENN MU(PPOBOTO MPOCTPAHCTBA.
OpmHako Jajleko He BCE 3HAIOT, YTO IMOJIb30BAHME MHOTUMH BO3MOXKHOCTSIMH
uudpoBoro Mupa TpeOyeT CcoOJIOJeHUs TpaB Ha MHTEIUIEKTYyaJlbHYIO
COOCTBEHHOCTb.

TepMuH «HUHTENUIEKTyaldbHasi COOCTBEHHOCTb» OTHOCUTCA K  Pa3IUYHBIM
TBOPEHHUSM YEJIOBEUYECKOr0 YMa, HayMHas C HOBBIX H300pETEHHIl U 3HAKOB,
0003HAYAIOIIUX COOCTBEHHOCTh HA MPOJIYKTHl M YCIYTH, U 3aKaHUMBasg KHUTAMHU,
dboTorpadusiMu, KHUHOQUIbMaMH U MY3bIKAJIbHBIMU TTPOU3BEIACHUSMU.

ABTOpCKHE TIpaBa — JTO IpaBa Ha HHTEIUIEKTyaJbHYI0O COOCTBEHHOCTh Ha
IIPOU3BEAECHUS HAYKH, JINTEPATYPbl U UCKYCCTBA.



ABTOpCKHE TIpaBa  BBICTYNAIOT B  KayecTBE TapaHTHUA  TOro,  4YTO
WHTEJUICKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HEe OyJeT HampacHbIM, JACT €My
CIIpaBEJIMBbIE BO3MOXKHOCTH 3apab0TaTh Ha PE3yJIbTaTaX CBOETO TPY/la, MOJIYUYHUTh
U3BECTHOCTh U MPU3HAHUE.

Hukto 0e3 paspelnieHuss aBTOpa HE MOXET BOCIHPOMU3BOAMTH €r0 IMPOHU3BEIECHUE,
pacmpocTpaHsiTh, MyOIUYHO JEMOHCTPUPOBATh, MpPOJaBaTh, HUMIIOPTUPOBATD,
MycKaTh B MPOKAaT, MyOJIMYHO HCIONHSATH, MOKA3bIBATH/UCHIONHATh B AUpE WU
pa3memars B MHTEpHETE.

Hcnonb30BaHre «IUPATCKOTO» MPOTrPpaMMHOI0 OOeCTICYeHHUsST MOXKET MPUBECTH K
MHOTHUM pHCKaM: OT MOTEpPH JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKHU TBOETO
YCTPOMCTBA, TJI€ YCTAHOBJICHHBIA HE JerajbHas nporpamMmma. He cTouT Takke
3a0bIBaTh, YTO CYIICCTBYET JIeTajdbHble M OCCIUIaTHBIC IPOTPAMMbI, KOTOPHIC
MO’KHO HAaWTH B CETH.



